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This note both presents the principle of the failover mechanism used for the Remedy Service and documents the procedures to follow when moving the service from one server to the other.  Many thanks to Catherine Delamare (IT/DB) and Julien Moretti (SERCo) for their contribution in designing and configuring the failover mechanism.   

1. IT Remedy servers and failover main features

1.1. Main server 

The Remedy service supported by FIO/OPT usually runs on a SUN E450 server equipped with two processors.  Since the 11th of December 2001, the database used by Remedy is hosted by the CERN central database cluster 

The main server is covered by SUN Platinum maintenance contract.  In case of hardware failure on the system, SUN has 4 hours (including during night and weekends) to come and start fixing the problem).  In case of critical problem, sunar01 may however be down for more than 4 hours as the times needed for problem evaluation (by CERN/SERCo team), SUN intervention have to be added to the 4 hours of Platinum response time. 

1.2. Failover server

As a long service interruption would create severe problems for Remedy users at Cern, a second server, has been setup to run the Remedy service in case of long unavailability of the main server.  The failover server is less powerful than the main one and should only be used when the main ine is unavailable because of a system problem or reconfiguration.

1.3. Main features of the failover mechanism

The system configuration is the same on the main and failover servers.  The server actually running the Remedy service is named sunar01.  The service is moved to a different server by:

· renaming the new server to sunar01

· starting the appropriate Remedy daemons on the new server after having stopped these daemons on the old server.  

To avoid any conflict between the two servers, they should never be booted in multi-user mode with the same name and Remedy should never be started simultaneously on the two servers.  

1.4. Differences of configuration between the two servers

The two servers are mostly configured the same way.  However, the disk partitioning is different: the filesystem names are the same, but as the disk configuration is the different, the filesystems are distributed on different partitions

2. Failover scripts and procedures

2.1. Scripts

· /etc/setname machine_name: re-sets the name of the machine by modifying the files /etc/nodename, /etc/hostname.hme0, /etc/inet/hosts, /distribution/oracle/home/ admin/network/listener.ora and /etc/ar
· S87arsystem, S89arweb, S90armaild, and S91arflashboards, S97apache, S98jsp: startup scripts for Remedy.  These scripts are links to plain files in /etc/init.d.  Removing the links stops the automatic startup of Oracle and Remedy at boot time
· /etc/remedy_auto_startup [add | remove]: adds or removes the startup at boot time of both Oracle and Remedy at boot time.  This is done by adding or removing the startup links from /etc/rc2.d to /etc/init.d 
2.2. Normal operations, Remedy running on the main server

· The main server is named sunar01, the failover server sunar02

· Remedy is up on the main server, it is down on the failover server

2.3. Move of Remedy from the main to the failover server

Operations must be achieved in the following order:

· Disable the startup of Remedy on the main server at boot time by /etc/remedy_auto_startup remove (in case sunar01 is down, don’t bother this can be done later, before rebooting the machine in multi-user mode, as explained below)

· Mv /etc/ar.conf /etc/ar.conf.PROD (just in case someone tries to restart accidentally Remedy) on the main server

· Stop sunar01 

· Rename sunar02 to sunar01 by running /etc/setname sunar01 on the failover server

· Reboot the failover server, log-in as root (warning Xsu won't work after the machine rename, the root password is really needed), check it is named sunar01 and Remedy is not started

· Mv /etc/ar.conf.PROD /etc/ar.conf on the failover server

· Start Remedy, using the scripts arsystem, arapplications, arweb, appserv_C, armaild, arflashboards, apache and jsp located in /etc/init.d
· Check the service is fully back in production

· Enable the automatic startup of Oracle and Remedy on the failover server by /etc/remedy_auto_startup add
· Enable Serco monitoring (alarms) on the failover server (cp /usr/cute/sercoadm/etc/daemons.cfg.prod /usr/cute/sercoadm/etc/daemons.cfg)
· When the main server is usable again, reboot it in single-user mode, rename it by running /etc/setname sunar02
· If not done previously, disable on the main server the startup of Remedy at boot time by /etc/remedy_auto_startup remove
· Boot the main server in multi-user mode, log-in as root (without Xsu), check it is named sunar02 

2.4. Move back of Remedy from the failover to the main server

Operations must be performed in the following order :

· Check the main server (ie the machine usually running production, in case of doubt you can check the machine has 2 CPUs by running the command psrinfo) is up and named sunar02

· Stop Remedy on the failover server: /etc/init.d/arsystem stop 
· Disable on the failover server the startup of Remedy at boot time by /etc/remedy_auto_startup remove
· Mv /etc/ar.conf /etc/ar.conf.PROD on the failover server
· Rename the failover server to sunar02 with /etc/setname sunar02 and halt it

· Rename the main server to sunar01 with /etc/setname sunar01 and reboot it

· Mv /etc/ar.conf.PROD /etc/ar.conf

· Start Remedy on the main server, using the scripts arsystem, arapplications, arweb, appserv_C, armaild, arflashboards, apache and jsp located in /etc/init.d
· Check the service is fully back in production

· Enable the automatic startup of Remedy on the main server by /etc/remedy_auto_startup add
· Reboot the failover server and check it is named sunar02

· Disable disable monitoring (alarms) on the failover server (cp /usr/cute/sercoadm/etc/daemons.cfg.min /usr/cute/sercoadm/etc/daemons.cfg)

2.5. DON'T  FORGET
· The two servers MUST NEVER be both booted in multi-user mode with the same name

· Remedy MUST ONLY BE STARTED ON ONE of the two servers.  

· In case you are confused after swapping machine names, you can distinguish the  servers by their hardware configuration : the main server has two processors, the failover has only one processor (you can get the number of processors on a system with the command psrinfo)

· Users must be informed about service interruption and possible problems.  This can be done via the Remedy-User@Cern.Ch list

· The Oracle team should be contacted in case of doubt about the database status or operations  

3. Files  

In addition to the scripts already mentioned, the following files should be present  and up-to-date on the two servers when moving Remedy from one server to the other: /etc/nodename.sunar01, /etc/nodename.sunar02, /etc/hostname.hme0.sunar01, /etc/hostname.hme0.sunar02, /etc/ inet/hosts.sunar01, /etc/inet/hosts.sunar02, /distribution/oracle/home/admin/network/ listener.ora.sunar01, /distribution/oracle/home/admin/network/listener.ora.sunar02, /etc/ ar.sunar01, /etc/ar.sunar02. 
4. Hardware configurations

4.1. Main server

· SUN E450 

· 2 CPUs at 400 MHz

· 1 GB memory

· 11 * 9 GB disks

4.2. Failover server

· SUN E450

· 1 CPU at 300 MHz

· 512 MB memory

· 4 * 18 GB disks 

