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IT Remedy servers and failover main features

1.1. Main server 

The Remedy service supported by FIO/OPT usually runs on a SUN E450 server equipped with two processors. The database used by Remedy is hosted by the Cern central database cluster since the 11th of December 2001.

The main server is covered by SUN Platinum maintenance contract.  In case of hardware failure on the system, SUN has 4 hours (including during night and weekends) to come and start fixing the problem).  In case of critical problem, sunar01 may however be down for more than 4 hours as the times needed for problem evaluation (by Cern/SERCo team), SUN intervention have to be added to the 4 hours of Platinum response time. 

1.2. Failover server

As a long service interruption would create severe problems for Remedy users at Cern, a second server, has been setup to run the Remedy service in case of long unavailability of the main server.  The failover server is less powerful than the main one and should only be used when the main one is unavailable because of a system problem or reconfiguration.

1.3. Booting the second system disk

If the main server has a Hardware problem on the system disk, the easiest failover solution is to boot from its second system disk, as this is a bootable copy of the system disk (periodic updates). 

· Procedure successfully tested on the failover server sunar02

· Procedure tested on 23rd July 2002 on the main server sunar01: failure due to a missing alias; SERCo requested to correct it! 

· Procedure being (with the server in the firmware mode):

	server
	Single user mode
	Multi-user mode

	SUNAR01
	ok> boot disk5 -s
	ok> boot disk5

	SUNAR02
	ok> boot disk1 -s
	ok> boot disk1


If booting first in Single user mode, after checks, the command:

ok>
init 3 

Must be run to boot into multi-user mode. Some useful commands at the ok> prompt: 

ok>
printenv 

ok>   eeprom 

1.4. Main features of the failover mechanism

The system configuration is the same on the main and failover servers.  The server actually running the Remedy service is named sunar01 and the failover server is called sunar02.  The service is moved to a different server by:

· Stopping the appropriate Remedy daemons on the main server (in case the machine is still up and if they are not dead yet) 

· Halting the main server in case it is still up on the network to avoid conflict of IP addresses. 

· Renaming the failover server as sunar01

· Starting the appropriate Remedy daemons on the failover server.  

To avoid any conflict between the two servers, they should never be booted in multi-user mode with the same name and Remedy should never be started simultaneously on the two servers. See 2.1 IMPORTANT RECOMMENDATIONS

1.5. Differences of configuration between the two servers

The two servers are mostly configured the same way.  However, the disk partitioning is different: the filesystem names are the same, but as the disk configuration is different, the filesystems are distributed on different partitions.

The software configuration should be kept identical on the two servers (patches, additional software, scripts, administrative tasks, …).

2. Failover scripts and procedures

2.1. IMPORTANT RECOMMENDATIONS
Users must be informed about service interruption and possible problems.  This can be done via the Remedy-User@Cern.Ch list.

The Oracle team should be contacted in case of doubt about the database status or operations. In case of scheduled interventions, request a backup of the Remedy database.   

Knowing the ROOT password of both servers (and testing it!) before starting the failover procedure is mandatory.

Console access (AFPCM) will ease the intervention (remote access even when the servers are down) and should be checked prior to the intervention. 

The two servers MUST NEVER be both booted in multi-user mode with the same name.

Remedy service MUST ONLY BE STARTED ON ONE of the two servers.  

Note: In case you are confused after swapping machine names, you can distinguish the servers by their hardware configuration: the main server has two processors; the failover has only one processor. You can get the number of processors on a system with the command psrinfo.
2.2. Scripts

/etc/setname machine_name: re-sets the name of the machine by modifying the files: 

/etc/nodename 

/etc/hostname.hme0

/etc/inet/hosts

[not needed anymore: /distribution/oracle/home/ admin/network/listener.ora and /etc/ar]
· Startup scripts for Remedy: 
/etc/rc2.d/S87arsystem 
/etc/rc2.d/S90arweb4

/etc/rc2.d/S90armaild
/etc/rc2.d/S97apache

/etc/rc2.d/S98jsp

 [Not in used anymore: arapplications and, arflashboards]
These scripts are links to plain files in /etc/init.d. Removing the links stops the automatic startup of Oracle and Remedy at boot time.
/etc/remedy_auto_startup [add | remove]: adds or removes the startup at boot time of both Oracle and Remedy.  This is done by adding or removing the startup links from /etc/rc2.d to /etc/init.d 

2.3. Daemons

Here is below the list of Remedy and non-Remedy daemons required for the CERN Remedy service. In principle Remedy daemons are checked and restarted when needed by the native Remedy configuration file named /etc/remedy/sunar01/armonitor.conf. 
	Startup script
	Daemon
	Application
	Notes

	/etc/init.d/arsystem
	arserverd armonitor arservftd arplugin arforkd
	Remedy Server
	Remedy server daemons 



	/etc/init.d/arweb4
	waserver
	Remedy ARWEB
	Remedy web daemon

	/etc/init.d/armaild
	armaild
	Remedy Mail Interface
	Remedy mail daemon

	/etc/init.d/jsp
	StartServletExec
	Web Interface
	NewAtlanta Web application server daemon

	/etc/init.d/apache
	httpd
	Web Interface
	http daemon


Notes: 

· armaild is controlled by /etc/init.d/armaild instead of /etc/init.d/arsystem in order to be able to start/stop it easily and independently. 

· arservftd is the full text indexer daemon – It is started by arserverd when needed and you may not find it when checking.
· arservdsd is NOT started because CERN does not have the license for the Distributed Server Option. 

2.4. Files

The following files should be present and up-to-date on the two servers when moving Remedy from one server to the other: 

/etc/nodename.sunar01

/etc/nodename.sunar02 /etc/hostname.hme0.sunar01
/etc/hostname.hme0.sunar02 /etc/hostname.hme0

/etc/inet/hosts /etc/inet/hosts.sunar01

/etc/inet/hosts.sunar02

2.5. Normal operations, Remedy running on the main server

The main server is named sunar01, the failover server sunar02.

Remedy is up on the main server; it is down on the failover server.

Preparing intervention: 

Disable the access by choosing “Administrator-Only Mode”

· Using Remedy Admin, turn off the user access by selecting the server sunar01 then click on File -> Server Information -> Configuration -> “Administrator-Only Mode”

OR

· Modify this configuration file /distribution/remedy/sunar01/conf/ar.conf on sunar01 and sunar02 by changing the flag F (FALSE) into T (TRUE) for the Administrator-Only Mode:

ADMIN-ONLY-MODE: T

2.6. Move of Remedy from the main to the failover server

Operations must be achieved in the following order:

1. On the main server sunar01: 

· Log on sunar01 using the AFPCM console

· Stop the Remedy service

/etc/init.d/arsystem stop 

· Disable the startup of Remedy at boot time 

/etc/remedy_auto_startup remove 

· Prevent that someone or a script tries to restart the Remedy service

mv /etc/remedy/sunar01/armonitor.conf /etc/remedy/sunar01/armonitor.conf.dontrestart 

· Halt sunar01 ---( This machine must not be visible anymore on the network!

2. On the failover server sunar02

· Log on sunar02 using the AFPCM console. WARNING: Xsu won't work after the machine rename; the root password is really needed!
· Rename sunar02 as sunar01 by running the setname script on the failover server

/etc/setname sunar01

· Reboot the failover server, log-in as root, check it is named sunar01 and that the Remedy service is not started

· Restore the configuration file: 

mv /etc/remedy/sunar01/armonitor.conf.dontrestart /etc/remedy/sunar01/armonitor.conf 

· Start the Remedy service, using the init scripts 

/etc/init.d/arsystem start

/etc/init.d/arweb4 start

/etc/init.d/armaild start

/etc/init.d/apache start

/etc/init.d/jsp start

[Not in used anymore: arapplications and, arflashboards]
· Enable the automatic startup of Oracle and Remedy on the failover server:  

/etc/remedy_auto_startup add

· Enable SERCO monitoring (alarms) on the failover server: 

cp /usr/cute/sercoadm/etc/daemons.cfg.prod /usr/cute/sercoadm/etc/daemons.cfg

NOT POSSIBLE because not up-to-date on sunar02 

3. Testing Remedy 

Check that the service is fully back in production: 
· Server: check the daemons as described in Paragraph 2.3

· Remedy User client: create tickets for PRMS and for ITCM, reply to them. 

· Mail: Create tickets by mail to remedy.support@cern.ch, reply by mail.

· Arweb (or Mid-Tier): create tickets for PRMS and ITCM, reply to them.

· Logger: do searches: for instance “Events recorded since the beginning of the last working day”. Try searches with a remedy account and searches under public user. For public user: 

ERROR: “Sorry, couldn’t restore preferences for the ‘last working day’ for public user.”  
In case you check the License status (using Remedy Admin): DEMO license is OK for the failover server. 

2.7. Move back of Remedy from the failover to the main server

When the main server is usable again, the Remedy service can be moved back to the main server. Operations must be performed in the following order:

1. On the failover server (ex-sunar02): 
· Check the main server (ie the machine usually running production, in case of doubt you can check the machine has 2 CPUs by running the command psrinfo) is up and named sunar02

· Stop Remedy on the failover server 

/etc/init.d/arsystem stop 

· Disable the startup of Remedy at boot time on the failover server

/etc/remedy_auto_startup remove 

· Disable monitoring (alarms) on the failover server

cp /usr/cute/sercoadm/etc/daemons.cfg.min /usr/cute/sercoadm/etc/daemons.cfg 

NOT POSSIBLE (SERCO to check)
· Prevent that someone or a script tries to restart the Remedy service on the failover server: 

mv /etc/remedy/sunar01/armonitor.conf /etc/remedy/sunar01/armonitor.conf.dontrestart 
· Rename the failover server: 

 /etc/setname sunar02

· Reboot the failover server in single-user mode
/usr/sbin/shutdown –y –g0 –i0 

IF THIS FAILS:

sync; sync; halt

· Boot the failover server in multi-user mode (init 3), log-in as root (without Xsu) from the AFPCM console, check it is named sunar02

· Check that Remedy service is not anymore automatically started on the failover server. 

2. On the main server sunar01: 

· Boot the main server in single-user mode, log-in as root (without Xsu) from the AFPCM console 

· Restore on the main server the startup of Remedy at boot time

/etc/remedy_auto_startup remove

· Check that Remedy is started on the main server: 

/etc/init.d/arsystem 

/etc/init.d/arweb4 

/etc/init.d/armaild 

/etc/init.d/apache 

/etc/init.d/jsp 

Those scripts should have been started automatically, if not check the configuration files: 

/etc/remedy/sunar01/armonitor.conf

/distribution/remedy/sunar01/conf/ar.conf

3. Testing Remedy 

Check that the service is fully back in production: 
Same as in Section 2.5, except for the license status that should be back to normal (includes several site licenses).

Restoring the access after the intervention: 

Enable the access by choosing “Administrator Mode only”

· Using the Remedy Admin tool switch on the user access by selecting sunar01 as the server then deselect File -> Server Information -> Configuration -> “Administrator-Only Mode”

OR

· Modify this configuration file /distribution/remedy/sunar01/conf/ar.conf on sunar01 and sunar02 by changing the flag T (TRUE) into F (FALSE) for the Administrator-Only Mode:

ADMIN-ONLY-MODE: F
3. Hardware configurations

	
	Main server sunar01
	Failover server sunar02

	Machine
	SUN E450
	SUN E450

	Processors
	2 CPUs at 400 MHz
	1 CPU at 300 MHz

	Memory
	1GB
	512MB

	Disks
	11 * 9GB disks
	4 * 18GB disks

	Ethernet interface
	Gigabit
	Gigabit

	Mac address
	8:0:20:ab:df:b3
	8:0:20:a7:58:10


4. Sysadmin Actions

Possibly ask SERCo to monitor the Remedy service on sunar02, when the failover server is running as the main server. 

Do not forget to request to remove the monitoring of the Remedy service on sunar02 when the main server is put back into production. 

